Keeper Security: Additional Training Resources

System Instructions

Introduction

The Keeper Security Training Resources listed below are links to resources available on the Keeper Security website. These materials were not
created by NYSERDA and accessing these links will bring you to an external website not affiliated with NYSERDA. Additionally, not all training
content available on the Keeper Security website will be displayed on this page. Only a handful of curated User Guides and Video Tutorials were
included that represent a comprehensive overview of the Keeper Security application.

User Guide Website

Link Description
Keeper This page contains all Keeper Security User guides, some of which do not apply. The left hand Navigation Pane on this page
Security provides direct access to each User Guide on the Keeper Security website. See below for an instructional screenshot that will give
User context to the different areas of this website.
Guides

q% KEEPER Keeper Home Docs Home Q Search...

Keeper End-User Guides .
’ Keeper End-User Guides

Enterprise End-User
Enterprise End-User (SS0)
Quick Start Guides

Web Vault & Desktop App .
About Our Security

i0S - iPhone & iPad

Vault Offline Access Keeper is a Zero-Knowledge platform. The data stored in a Keeper vault is

encrypted and decrypted locally on the user’s device using keys that are derived by
Autofill Setup for iOS .
the user's master password. Note: business customers may not use a Master

Android Phone & Tablet Password if Keeper is integrated into the enterprise Single Sign-On (SSO) solution.

Autofill Setup for Android
Keeper Security employees have no ability to decrypt customer data, because the

BreachWatch keys are managed by the customer. In addition to zero knowledge architecture,

Era SRS e Keeper provides a number of two-factor authentication methods including Google
This section displays This section contains the current User Guide content Contains the table
all available User of contents for the
Guides current User Guide

Curated User Guides

Link Description
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https://docs.keeper.io/user-guides/keeperfill-for-apps
https://docs.keeper.io/user-guides/keeperfill-for-apps
https://docs.keeper.io/user-guides/keeperfill-for-apps
https://docs.keeper.io/user-guides/keeperfill-for-apps

Web This user guide reviews how to set up and use the Keeper Security both the cloud and desktop versions of Keeper Security. Expand the

Vault link below to review all the relevant topics in this User Guide that would be beneficial for you to review. Some topics that are currently in
& this User Guide we not included in the link below because the information in them, generally, does not apply to NYSERDA.
Deskto
P App Table of Description
Contents
Master This section contains two parts. The New User Registration part will walk a user through setting up their Keeper Security
Password account. NYSERDA does not use Enterprise SSO Login at this time so this part can be skipped.
Login
Creating This section reviews how to create new Records in Keeper Security. Records are used to store Website Username and
Records Password information.

Importing This section reviews how to import Usernames and Password already stored in other applications such as your Web
Passwords | Browser, alternative Password Management applications or from a Text (.csv) file. If you do not currently use other
programs to store and manage website usernames and passwords, this section can be skipped.

Creating This section reviews how to create Folders in Keeper Security to more efficiently organize Records. This section also
Folders contains one additional part (Moving & Shortcuts) that reviews how to move folders and records and create shortcuts for
and each.

Subfolders

Search This section reviews how to search for and filter Records, Folders and Payment Information you have stored in Keeper
Feature Security.

Password This section reviews how to use Keeper Security to create passwords for you.

Generator

Custom This section reviews how to use Custom Fields in a record. This is only useful when access to a website requires more

Fields login information that just aUsername and Password.

Auto- This section reviews how to launch a website and pre-fill login in information right from within the Keeper Security

Launch application.

KeeperFill KeeperFill is the name of the Browser Extension that can be added to your internet browser. This section reviews how to
auto-launch a website and pre-fill login information right from within the Keeper Security Browser Extension. Additionally,
this section has one additional part that reviews how to change website password using KeeperFill.

Sharing This section reviews how to share records and folders with other users. You can only share records or folders with users

Records &  who have active Keeper Security licenses.

Folders

Record This section reviews how to access the history of a Record in your vault.

History

Vault This user guide reviews how you can access your Keeper Security Vault when you do not have access to the internet.
Offline
Access

ioS - This user guide is similar to the Web Vault & Desktop App guide but references the instructions for iPhones and iPads.
iPhone
& iPad

Autofill | This user guide reviews how to use the KeeperFill application on your iPhone or iPad to auto launch and auto fill a websites login
Setup information.
foriOS

Androi | This user guide is similar to the Web Vault & Desktop App guide but references the instructions for Android phones and tablets.
d

Phone

&

Tablet

Autofill | This user guide reviews how to use the KeeperFill application on your Android phone or tablet to auto launch and auto fill a websites login
Setup information.

for
Android

Keeper Security Video Tutorials

Link Description
Instruct | This page contains instructional videos you can use to supplement the user guides listed above if you'd prefer a more interactive

ional experience. After accessing this page, scroll down to the Video Tutorials section. See below for an instructional screenshot that will
Videos | review how to access the video tutorials.
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https://docs.keeper.io/user-guides/web-vault
https://docs.keeper.io/user-guides/web-vault
https://docs.keeper.io/user-guides/web-vault
https://docs.keeper.io/user-guides/web-vault
https://docs.keeper.io/user-guides/web-vault
https://docs.keeper.io/user-guides/vault-offline-access
https://docs.keeper.io/user-guides/vault-offline-access
https://docs.keeper.io/user-guides/vault-offline-access
https://docs.keeper.io/user-guides/ios
https://docs.keeper.io/user-guides/ios
https://docs.keeper.io/user-guides/ios
https://docs.keeper.io/user-guides/autofill-setup-for-ios
https://docs.keeper.io/user-guides/autofill-setup-for-ios
https://docs.keeper.io/user-guides/autofill-setup-for-ios
https://docs.keeper.io/user-guides/android
https://docs.keeper.io/user-guides/android
https://docs.keeper.io/user-guides/android
https://docs.keeper.io/user-guides/android
https://docs.keeper.io/user-guides/android
https://docs.keeper.io/user-guides/autofill-setup-for-android
https://docs.keeper.io/user-guides/autofill-setup-for-android
https://docs.keeper.io/user-guides/autofill-setup-for-android
https://docs.keeper.io/user-guides/autofill-setup-for-android
https://www.keepersecurity.com/support.html
https://www.keepersecurity.com/support.html
https://www.keepersecurity.com/support.html

Video Tutorials

Use these tabs to display videos related to each category

[0} Android Web Vault Enterprise KeeperFill® KeeperChat

Then use the buttons to select the instructional video you want to review

@ 2

Two-Factor Codes Web Vault Overview

&~ \C

Login with Security Key BreachWatch

Identity & Payments

Record History

Previous: Using the Browser Extension Keeper Security Home
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https://knowledge.nyserda.ny.gov/display/ERDADSK/Keeper+Security%3A+Using+the+Browser+Extension
https://knowledge.nyserda.ny.gov/display/ERDADSK/Keeper+Security
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